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DETAILED ACTION 

1. Claims 1-5, 16 are pending. 

Response to A rgum ents 

2. The Examiner previously had allowed claims 1-6 and 16 on the basis that they recited a 
unit configured "to store user-defined arithmetic formulas associated with respective users" 

However upon further analysis, the Examiner has uncovered that Pegg does indeed disclose this 
limitation. Pegg(Column 4, lines 68 - Column 5, line 2) recites 

"A user may also design a customized algorithm and have the authorization center store it in the 
algorithm pool" 

Thus the algorithms may be "user-defined". For this reason, the Examiner has not allowed 
claims 1-5,16 and has left further prosecution of the claims open under the new grounds of 
rejection. 

Examiner's Comment 
The Examiner has also noted the language of claim 2 are reciting: 

"matching unit utilizes a predetermined number as said value in response to determination that 
said value is impossible to calculate based on the random digits and said one of the arithmetic 
formulas." 
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The Examiner has interpreted the phrase "impossible to calculate" as intractable or difficult to 
calculate rather than something that is truly impossible to calculate as would be commonly 
interpreted by those skilled in the art. 

If a number is determined as truly impossible to calculate, such a recitation would be 
cryptographically significant, and would raise issues under 35 USC 1 12 first paragraph and/or 35 
USC 101. 

Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-5, 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over Pegg. 
In reference to claim 1 : 

Pegg discloses an apparatus for checking user identification: 

• An arithmetic-formula storing unit(Figure 1, Item 8) configured to store user-defined 
arithmetic formulas (Column 4, lines 68 - Column 5, line 2) associated with respective 
users(Figure 1, Items 116, 104), the arithmetic formulas defining calculation of variables 
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(Column 4, lines 48-67) that are assigned to respective digital positions arranged on a 
display screen, 

• A matching unit (Column 5, lines 3-8, 50-65) configured to retrieve from said arithmetic- 
formula storing unit one of the arithmetic formulas(Column 5, lines 40-50) corresponding 
to a user identifier in response to the user input of the user identifier and an identification- 
purpose number(Column 5, lines 33-45), to calculate a value of said one of the arithmetic 
formulas by assigning the random digits to said one of the arithmetic formulas(Column 5, 
lines 40-52), to compare the value with the identification-purpose number, and to 
authenticate the user in response to a match therebetween. (Column 5, lines 50-63) 

Pegg fails to explicitly disclose a display unit configured to display random digits at the 
respective digit positions arranged on the display screen when a user logs in. and the arithmetic 
formulas defining calculation of variables that are assigned to respective digital positions 
arranged on a display screen. 

The Examiner takes official notice that such a display of the information in respective digit 
positions arranged across a display screen was well known in the art at the time of invention. 
Pegg already discloses the actual information that is displayed to the screen, but does not 
disclose that it is displayed to the screen in the manner claimed by the applicant. 

It would have been obvious to one of ordinary skill in the art at the time of invention to display 
the algorithm and formula information to the user in order to give the user the convenience of 
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seeing the question posed to him/her as well as allowing him/her the visual stimuli to be able to 
see what he/she was entering. 

In reference to claim 2: 

Pegg (Column 5, lines 3-8, 50-65) discloses the apparatus as claimed in claim 1 5 wherein said 
matching unit utilizes a predetermined number as said value in response to determination that 
said value is impossible to calculate based on the random digits and said one of the arithmetic 
formulas, where the value that is difficult or intractable to calculate is the value that is computed 
using the random value dynamic variables of the particular algorithm. (Column 5, lines 45-60) 

In reference to claim 3 : 

Pegg (Column 4, lines 47-67) discloses the apparatus as claimed in claim 1, wherein the 
variables include information about a date and time at which an identification process is 
performed, where the information regarding date and time is an environmental variable. 

In reference to claim 4: 

Pegg discloses an apparatus for checking user identification, comprising: 

• A user authentication card(Column 5, lines 15-25) 

• A matching unit configured to calculate a value of the arithmetic formula by assigning 
the random digits, to compare the value with an identification-purpose number entered by 
the user, and to authenticate the user in response to a match therebetween. (Column 5, 
lines 40-63) 
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Pegg fails to disclose: 

• a user authentication card configured to store a user-defined arithmetic formula, the 
arithmetic formula defining calculation of variables that are assigned to respective digital 
positions arranged on a display screen; Pegg discloses that the user authentication card 
contains an account ID. 

Pegg discloses however that a storage means contains the algorithm formulas to be used 
(Column 6, lines 53-61) and that these storage means may be storage devices at multiple 
locations accessible by the computing unit. 

Pegg also depicts the card which stores the user ID as having a storage medium. (Column 6, 
lines 35-37) 

The Examiner takes official notice that it was well known to those of ordinary skill in the art to 
store information such as a formula or algorithm into a storage medium. 

Pegg also fails to explicitly disclose a display unit configured to display random digits at the 
respective digit positions arranged on the display screen when a user logs in. 

The Examiner takes official notice that such a display of the information in respective digit 
positions arranged across a display screen was well known in the art at the time of invention. 
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For example ATM machines implement the step of displaying information in respective digit 
positions across a display screen. Pegg already discloses the actual information that is displayed 
to the screen, but does not disclose that it is displayed to the screen in the manner claimed by the 
applicant. 

It would have been obvious to one of ordinary skill in the art at the time of invention to display 
the functional information to the user on a screen and store the user specific algorithm to the card 
where the user will manage his or her own personal information which will sidestep having to 
deal with the issue of storing all the user's algorithms and account information which will result 
in greater complexity. 

In reference to claim 5: 

Pegg discloses the device as claimed in claim 4, further comprising a registration/updating unit 
which updates one of the user-specific formulas in the control-data unit with a user-entered 
formula only if the user entering the user-entered formula proves knowledge of said one of the 
user-specific formulas by entering one of the user-specific formulas, where the user proves 
knowledge of the user-entered formula by logging in computing the access code using the 
previous formula and dynamic variable information. (Column 5, lines 24-32) & (Column 4, 
lines 48- 67) & (Column 5, lines 50-63) After the user has proved knowledge of the formula by 
successfully logging in, the user may update the formula (Figure 2b) or may enter a new one 
completely. Pegg(Column 4, lines 68 - Column 5, line 2) 



Application/Control Number: 09/441 ,081 Page 8 

Art Unit: 2134 

In reference to claim 16: 

Pegg fails to specifically disclose an apparatus where when the user enters a wrong user-entered 
value, the user is allowed to enter a new user-entered value in response to at least one new 
randomly generated number being presented to the user. 

The Examiner takes official notice that re-entering a value after a user wrongfully entered the 
previous value was well known in the art at the time of invention. Additionally Pegg in item 
250, Figure 2a, discloses that the user is denied access. It would have been obvious to allow the 
user to restart the process at (Figure 2a, Item 200). 

It would have been obvious to one of ordinary skill in the art at the time of invention to allow a 
user to re-entered a new value if the previous value was incorrectly entered, in order to 
ultimately provide the user access, even when the user mistakenly entered a wrong value. 

Conclusion 

5. Any inquiry concerning this communication from the examiner should be directed to 
Thomas M Ho whose telephone number is (571)272-3835. The examiner can normally be 
reached on M-F from 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Gregory A. Morse can be reached on (571)272-3838. 

The Examiner may also be reached through email through Thomas.Ho6@uspto.gov 
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Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571)272-2100. 

General Information/Receptionist Telephone: 571-272-2100 Fax: 703-872-9306 
Customer Service Representative Telephone: 57 1 -272-2 1 00 Fax: 703-872-9306 

TMH 

July 23 rd , 2005 



David Y. Jung 
Primary Examiner 




